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ABSTRACT : 

PROBLEM TO BE SOLVED: To rationally and safely perform a 
commercial 

transaction by using a virtual card on the communication 
line of internet or 

the like and performing communication after converting 
processing such as 

enciphering is temporarily executed to card information, 

SOLUTION: In the case of registration from a user 12 to 
a certificate agency 

CA 13 and a card company PG 14, first of all, the user 12 
generates a 

disclosure key and a cryptographic key, registers this 
disclosure key to the CA 

13 and gets the certificate of that disclosure key. 
Besides, when the user 12 
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applies the registration to the PG 14 together with the 
disclosure key, the PG 

14 confirms whether the disclosure key of user 12 is 
registered in the CA 13 or 

not. Then, the CA 13 issues the certificate of the 
disclosure key registered 

by ^ the user 12 to the PG 14. Similarly to a credit card, 
the PG 14 

investigates identity and in the case of OK, the PG 14 
sends a credit card 

number to the user 12. Thus, the transaction is simplified 
in comparison with 

a conventional commercial transaction using credit cards 
and without requiring 

any special equipment, the commercial transaction is easily 
performed. 
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J: 0 ^:raS*iet!^v^. fc jS*-ext-T -f T-^tcin 
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[00041 *l|HBT*t#«<Offi«f:li. W 
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^'Ui^' yh^a. «ffi#tt. lift. 

[0005] ^>9t\t. xyr-fr'f*Mi«^S:fT 

cOi-J-^-rS, ^V^fiBi^T-:?. 'ffffi^eiWX 
«#if#fcj:0. Vm. ITjE. ffll^ 

coxyT'fT'f<0-a!*J^^S*&t>*S. * 

W«Sr-tSftbO{::lit^Ste5-ffi^^*Ai2iE5:ffo^ 30 
[00061 

[^e^i 

f**^tC{i^eWCA(Certification Authority), i^U 
'J -y |>/Sa«rePG (Payment Gateway) ^ICg^^fUtBf 

-^fflcoa(^iiE©5i«^KPs^riC^) tiif^ryi':i''JXA 

(DES (Data Encryption Standard) , FEAL (rfck, g 

SiTlfi^^erteffife. ( ffiffiift) . VOL. 80, No. 113. IT 
86-33, PP. 1-6. (1986^) ) , X^yyflV'ljjS,. XV ^) 
-A-t>f7r-^)2rfi6v\ ^>y-b-i/giPE>T -f x:? 

^OkO-tS. (10){±. MMlHlSlT*)'), ^y:?- 
* yh. n-;*;l^*yh^^Srr*><?)T*>S!&«. iJ^^< 
kt. #ffidtfc-*-|iil*^{iffi*|6l<7)Jim3&«ffi.StO 

V^*>^rSt><OT'feot:t J:t>. ( 11 ) tt, v-a yr 50 
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mi:mk-tih(DT$>h. yr ( 1 1 ) tt. jifiiHi 

jiffilslSLh-fy^'-^yhJrtrt-LTaft^i.ClkS: 

mLx\>^&zti)>i;>. wmm-t&izi&m^j:. 

S:^rrst><Ok tJt. (12) Ji. J.-if-TAO. 
3 yT ( 1 1 ) comSh^mX. ^-\zX(/>^?:^ifi> 

tiifxomx. mA^X'h*). i^a -yr ( 1 1 ) t^im 

-:?<0S!®^?rtTdgfii5r*^S. ( 1 3 ) »i, l2iE® 

re (CA) -c&o. i^smTmmm, mmm^m^ 

fflA^-CfcS. ^'WJ y hiimm ( l 4 ) ti^g 

•yr ( 1 1 ) tmm. mmmi&tmi^. mm^mim 
h. ^^^ryh (J— if- (1 2) ) . shop (1 

1).CA(13),PG(14) ti-t-^-CIntemeti ( 1 
0 ) Cffttt, CA ( 1 3 ) kPG (1 4 ) imtimTt) 
o-Ct>J:V>. SacO^Wv>yh^tt**1?^«-S:©^Ji, 

- v^^izmhrna^-^x i>x^K 
[0007] m^iT^t LT^sii^fflv^/:!i©^<7)*^ 

mtx^^m^tt. iidyrfjifmmizmnLxm 
mtt^:fj^h'yx^mmf4 2 1 8 5 2^, 4 4 0 

5 8 2 9^^m. Itraies 4 -8 8 7 0 3^;&^lC^ 
^ti?>:^iiiimiz»m^h?>ipZti{izWi& tc^T'Ji^ 

[0.0 08] i— (12) tfimmmcA ( i 

3 ) . ;<r-K^ttPG (14) tgfii^Slgcoi^XxA 

<oi!if^tov%T^wrs. ^, Taoa)~®k02«® 

Bmt. ikxammwi ( i o ) ±TiTi?ns t<^T-j± 

a (sss, ^s, ^) •cffi5tii.j^t,fti.. 

® (f- (12) ii'^^tmsmi:^t. m. 

tm:^ (13) ^cico^gilJrSS^I., 

® ^-1f- (12) J±i2iE«aKCA (13) iPh^W 

O jL-if- (12) {i4J3lik-«t;&- H^ttPG 

( 9]y'j'y h^mmm ( 1 4 ) ) t&ts. 

® ;{?-K^ttPG(14)tt|giE«SPICA(13) AjL- 
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A:ftsgiiF.i2F.i4Fj: f)X:h^titf-^^Z(Oil^ 
•fMfcS-rJ^B&^-ftLtlil^J-tStcO-CftS. 11B,12B,14 

m&mf^&Th^. *riB-r?.A:>3sgiiD. 120.1 

4D*»^>A*^nS4^t::«-:f#A*§tr.SBff-^-r- 
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T ( 11 ) Sg*AaJ:>J*a (IIC) T-K^Bg^-ftx 

-^^SM«SL, ^^^mff^m (iiB) ^aj^i-r 

5. ^lil^^S (llB) (±. A*iS8 (IID) *-*>^- 

if- ( 1 2 ) cTy^na^A^i c<7)i^gaiitca-^v^T 
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ff*)^:V^, yT ( 11 ) i«^'Vx>y 40 
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SLTffl^lHlS (10) ±tJi5*L. i^Vi^'-y hWH 

K ( 1 4 ) \,z^m-h. m\Ltz^\i. -e<os*^tt 
ftj— if (12) izm.m-hm^hhh. ^v^j-, vm 
wm ( 1 4 ) {4. :L<m^'}c'r-9^m.x^-y)mL 

(14C) T-giiL^m. (14B) /vaj:*)^ 

S. ^liSeiff^S (14B) Kh'^ (14D) *>^,A* 
^tl^i^a -yT- ( 1 1 ) <0&^t J: 0 , Bf^-fkr-^ 50 
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sitciOBf^sti. jg*Aaj:>]#a (140 . iiftig 

«l(10) ^^UTi/'a yT (1 1 ) 'vej^^^flS. 
a yT- ( 1 1 ) {4. ^<7)Bt^fl^-if-ffl«i&S&feAai 
:)3#a (IIC) 2::ft-Lr, 4^liBlllff#a (IIB) -CSft 
4^^iiEyiff#^a (llB) •c<4. A:»JJS (IID) iO, 

^uy-y h-iaiaK (14) <o^iiai{ca^i=c:«oiit^ 
-fe^— r-ffiS^ffi^-ftL, ttJ:>j« (llE) j:oai:»j-r 

J4^^-h'XcOlS«*^iEa=5:^>W*«L. iE^T&fL 
i-if- (12) (CiSfp<^ii2IX«4lf-h'XC0igfit 

5 . jES^rJRaiOBJWS-JL-lf- (12) fcifeif S 

ni^. ws-k^vctmikx-m (iif) »=A:»j-ri.. w 
mm^^fk (iiA) J4, ^^^^ca-:^^^T^:^ol^rs^t 
ffi^Hf^L, 3g*AtB*#a (uc) . amiu^ ( 1 

0 ) ^:rt'LTJ--if- (12) ^aj:)3-r*. »f- 

( 1 2 ) »4. c<oiirsffi«s:JS*Aai:>j*a (120 ^ 
i^hx^msmi^m. (i2b) /^eat. stcA:>jss (i 

2D) fci^a yT- ( 1 1 ) (Oi^S: A:»Jt-|. ^1 1 -Cffi^ 

icxx-^rnkk^-n^ (i2e) 

[0011] vlfL^>#^aJ4. *ffllH]?S^V^{4BWS:a 

glffl03yK'a-^^fflv^SJ©^J4. #««a5(4. — :> 

[0012] i):t03 J-fflv^fci Oftf*«=3:fl6<O|ISfe0!l 
tov^T^BffrS. H3+e>~(8H4. Tia<?5lf^<2>~® 

OittHgJ4±3*tfi!d t.<^t LT-e-(OiiBBJ4'^B&Lfc. 
© JL-if- (12) J4Intemet± (10) Oi^a yT 
(11) <?5HoiDei>a«e±-CffiiRiSrSl^. ^'U>''-y Vfl-Y 

© J— if- (12) i^a yT ( 1 1 ) laT-fl&^fl 
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tm^mi.i:fT->tim, JL- if- ( 1 2 ) J±i^3 •y7• 
( 1 1 ) tc*-F#^, isss,mmf:wmi:m^^xm 

^{ttxmi. JL-f*- ( 1 2 ) {±i^3 -yr ( 1 1 ) fc 
jiflf SiiiiBSr^oTV^^tmtfCA (14) tC^V^^ 

•cfcs c: t ^ lis LT*)«>TS§#*'»v^;^ t corfcs 

»^Sii:*>*-C§S, JL-if (12) -PG 

-PG0t®«fl«itJL-if (12) -i^3«/r (1 1) 

L^rV^. ^/i. J--1f (12) -i^B yr ( 1 1 ) Hto 

TO^Pii5'?.-r. ^-3 -/r ( 11 ) iz:fi-m^i§Lx. 

^V^{i, JL— f ( 1 2 ) Ji, V3 yr ( 1 1 ) 
raS|-CJi^r< . PG ( 1 3 ) <7>^§Hii-Clif^^U-Cx3 20 
•yT (ID-^SS^kfc^rS. i<?5^JL— ^ ( 1 2 ) 

li. PG (13) fca#rs@s-}§oTv^^jth.jfcA 

(14) (c^v^^tHta^ hi^oZb {C^rS. 
® V3 >y7- ( 1 1 ) {i-?-c7)^'V>''>y hX?-h'#^VCC 
*«S^$<XTV^|,PG (14) 'v^V^-^i^-fr^-ri.. ^« 
1^. yT ( 1 1 ) -PG ( 1 4 ) ia-Cffl#igiE. 

jm^fcfT^. V3 -yr (1 i){iPG( 14) tmm- 

S^a^i^-pTV^^ri-WxtfCA (13) tcrav^^t)-^:^^ 

® PG ( 1 4 ) <±a.— f- (12) fcJtLTigiE^^* 30 
•th. ZffrnJ--^- (12) - i^g yr ( 1 1 ) ^(i 

m^m^. vmmmii.no . jl— ( 1 2 ) tpc 

(14) {iiJ^v^fc:ffl#i:a^i^S^a2■»•:>■C^^^: 
JtfttfCA (13) t^v^^fc-fr^mBSr t i?> 3 . 
® a— ( 1 2 ) kPG ( 1 4 ) {iiJSV^tcffl^igiiE 

® PG(l4)J±>'3y7"(ll)fc:itL-rj.-if- 

(12) «omiE*g»t jt.-- r- (12) (^mm^im. 

O S/3«y7'(ll){iPG(14)t5gO±tf«ia^«S 40 

® yT ( 1 1 ) r- (12) t«AO(K/N 

Gc7)fe*S:S-r. 

[0013] Bg^:J5n*fc LT K P S ( Key Predistribu 
tion Systen) ^^S:fflV^/::^<0*l|BJOffi<0||tefi^ 
(coi,^T04. S5^#BSLTi^fc:iftWS. KPS 
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nmfm&m. ms<i^^m. mmt:^&-t&t 
T(r>iimizm>?>umRxfmi. mme 3-366 

34^, ^iBlB6 3-10766 7^^^m^iZ^^tlX 

XAfcLTIi (Blon.R., "Non-Public Key Distributio 
n," Advances in CriptologyrProceedings of (KYPTO'S 
2.Plenua Press. 1982,31-236) tlS^$il5r;P::f 'JX 

[0014] H4mBgL. JL— r-(12)tOKPS 

(S> JL-if- (12) <ia^<7)^ pi;.y K k PISI 
t;>^-K^ttPG ( 1 4 ) ^# Latr. 
0 iixfeaSco^'U'i^' y hXr-KkHaifc;*-K^a 
PG ( 1 4 ) *J*A^2rffV\ OKT*iUflSI%ff«SI8 

tl6??r;i'd'uXA<7)l&tfS:*K!S-rs. NGTi>itlf^:: 

® KPS*y^(KPsaf6lT-fe:>'^) (WMWmcAd 

3) ) *WT;l'::'''JXA^^L. ;<r-K^aPG ( 1 

4 ) ^3S&. mmm(^ ( 1 3 ) a, vs^ir^t utk 

PSvXTA^fflv>4%&, -fey^'T^Pd-yXASrSfW 
KPSlniA#^fcitL, mxm<^mmz(0-ky 

^x^i-^m^thh. 

® ;^-K^ttPG (14) l±JU-1f- (12) '^^'Ui^' 
•y h;^-K#^kS5^r;l'rr'JXA&H: y hXWS^j:^ 

[0015] ffiffll^:a(W<PSr«j£^@5 ( a ) tS^L 
^. as ( a ) fcfcV^T, ( 1 1 ) ti. iSia. if-t'X 
^2rlSfiW-Slf8ga5Tj) *). ( 1 2 ) J.—f-X'h 
0. ( 1 4 ) tt. ^Ui^ y him^X'i>?>. #««Ji± 

m«:tTP*t®?:filxTV^|,. (111). (211). 

(4 1 1 ) {±. fg^gr/Pd-DXAUff^g-cfcO. -ea 

fmsi ( 1 1 ) «±. mmmcA ( 1 3 ) tca»«o 
mswDi^i^f+L, iZaEaracA ( 1 3 ) a. fg^etH^r 
^■rh-^yi!'T)\^^vxAizz<ommmmLxu 

^Tf\^zf>JXAt:1>^&tXZtLi:9S^ (11) 

P S W^MStciei8$nTV>S*a^iS:SfjatfiJffl 
■t5t><^T*)2.. l6®T;l^:^yXA||fT¥S (211) 
(i, JL— ( 1 2 ) ^tlMCA (13) 
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•JXA||fT#S ( 4 1 1 ) A-V^W^ ( 1 4 ) *>' 

mmm ( 1 3 ) iz^^(omsmMimLxm 

(a) tfcV^T, fg?5r7l-:fUXA||ff^g (111) 
izML. ID2.ID3$r7J]-rS7JjgS*«^?<tTV^ 

(112), (212), (4 12){i3ggiS-C 10 

-fl:r;l'::f'JXAJi. DES, FEAL^Bt^ 

inM^r&T;l'd''JXAt'&-:.Tt>iv%. (1A)(2A)(4A) 

W^h. (lB),(2B).(4B)tt, itrffi^i^nfCT-^'S: 
tcOTfcS. H(1A). H(2A). H(4A)<i. Bt^flityir 

-^'^a}A-rsaJ4)-c*)f). kd. 1(2), i(4){i. 

( a ) {i, ISiEtgHCA ( 1 3 ) J: ^VmTfUzfVXAi)^ 

^tL^tuzmK^tiTzm. 9 V y Vm^<r>9V-y v 
[00 16] ■ JL— r- { 1 2) tt. igsc^s^gascoM 

it*v^)IS3gS (11) i&JgSLfca, liALi d fc-tS 30 
• fijSgS? ( 1 1 ) ti. fUmtg'Sr^l'x-y HSPSas^ri 

-if- (12) \iz^fm-h. 
wgii(i4) 

[0017] i— f- ( 1 2 ) li. B^as ( 1 1 ) coil 

8WDlt 9 VimSi (14) c^l§!K!KFID42: U'rt 

(omrfi^^oxAm^m ( 2 1 1 ) tA:'jL, 

K242ril}:>J-rS. 18^35 ( 1 1 ) {±. JL— f- 

(12) (Dm!smv2t9\^=j'/ himsi> ( 1 4 ) <7)is 

8'HFID4$-a5^<7)|g?&r;l^:f UXA||ff#a (111) 
tcA*t. ftWSiK12. K14?rtiJ:>]-rS. ^'Pi-'yhjiW 

Si {14) a. (11) <7)iiK!HFiDiti-if- 

(12) ID2S- a4)'C7)»ST;l'd' U XAUff^ 50 
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a (4 1 1 ) izAiji. mmiA. mf:iii:h-tt. z 
m\ mand, Mi. ij^Ltimizm^tffy^ 

mMLL. Z(nmmim^StizXljLt:m:v. 

m^T-9(o^^nozb^zX'yxfihtli,, 
[0018] jL-if- (i2)tt, zffymmm^ 

(212) izXlJttim^X9Ui^' y hS#S:A 
ij^ (2A) i OA:*!^^. B&f^S ( 2 1 2 ) t±. A:»i 
^tUi9U=Jy V^^irBSmtLXSS^ ( 1 1 ) 'Vj* 

h. fflggat ( 1 1 ) z<m^itT-9i:x:f)Si i 
(i)i&:frLTA:>jL, mmmizm^^^x. ( i 

1 2 ) tcJ: OmitLX^<7)9Ui^y h#-^S:«|gL, 
HSPIS (14) ti^fttS. j*ft 
OB^. ^'Vi^'-/ hmm^ (14) i7)i|^iffID4Srg^<^) 

vimr)vtf^)xj^mx^m ( 1 1 1 ) fc:A:>3LT. 

SlK14Sr#lSL. (112) <r>Xii^ (lA) t^' 

Zix^m^{C ( H (lA) ) ^ l^i^'v MSMaJ (14) 

fcjt5:>j-rs. MSBias ( 1 4 ) 11, Bggas ( i 

2 ) cOlSSil^IDl&g^cOliHeT/l'rf D XMzKh L 
ftqg-aK14?rf^fKL. ( 4 1 2 ) 

X-nh. HfcllSg95*>'5.j*^.<XT&^H(lA)S:A:»]aJI 
(4)Sr:ft-LT^#g (412) tcA:>jLTi— T- 
(12) co^Vi^'-y h#^^a-^fCA#t. B^^. «J 
^^ffoT-?-c^«S*x-^i&ltSga5 (11) '^^^ftf- 
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